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Cyber Security Engineer – CSOF4
Role summary for potential applicants 

	Advertised Job Title:
	Cyber Security Engineer

	Reference Number:
	58425

	Classification:
	CSOF4

	Salary Range:
	AU $82K to AU $93K plus up to 15.4% superannuation

	Location:
	Negotiable: Yarralumla, ACT; North Ryde, NSW; Clayton, VIC; Kensington, WA; Pullenvale, QLD; or Waite, SA

	Tenure:
	 FORMCHECKBOX 
Indefinite OR  FORMCHECKBOX 
 Specified Term of  1 year

	Relocation assistance:
	Will be provided to the successful candidate if required.

	Applications are open to:
	 FORMCHECKBOX 
  Australian Citizens Only

 FORMCHECKBOX 
  Australian/new Zealand Citizens and Australian Permanent Residents Only

	Functional Area:
	Technical Services

	% Client Focus - Internal:
	90%

	% Client Focus - External:
	10%

	Reports to the:
	IT Security Manager

	Number of Direct Reports:
	0


	Role Overview:

	The Cyber Security Services (CSS) team operates a variety of enterprise IT services within Information Management & Technology (IMT) - including cyber threat prevention, detection, analysis, and response as well as general BAU operations, vulnerability remediation, offensive testing, project assurance, and advice. 

This position will support the current IMT Cyber Security capabilities to maintain the confidentiality, integrity, and availability of all CSIRO business and information systems, whilst in parallel assisting in the planning, building, development and support of future Cyber Security capabilities. Working closely with relevant IMT teams, the successful candidate will also have system administration and engineering responsibility for configuring, managing, and monitoring Cyber Security systems and tools (including but not limited to endpoint security and next generation firewall/intrusion prevention systems).
We are seeking an enthusiastic customer focused person who will positively reinforce the Cyber Security team’s capacity and activities as well as recognising the need to undertake personal development as a result of the ever changing and rapidly evolving Cyber environment. 

The successful candidate will be expected to work with immediate team members as well as with teams across IMT and also CSIRO business units to promote cyber education and awareness, sustain effective and efficient services, and promote Cyber Security as an enabler of CSIRO business, science and innovation. The candidate will also be expected to demonstrate analytical investigation of complex and ambiguous problems followed by the application of adaptive and innovative solutions.
Security Clearance: This is a security assessed position and successful applicants will be required to obtain and maintain a security clearance of NV1 (SECRET).


	Duties and Key Result Areas:

	General Cyber Security Duties

· Develop and document Cyber Security polices, processes and procedures.

· Show dedication to service delivery and support excellence through an ongoing commitment to improve the Cyber Security capability.

· Contribute to regular reporting activities to the IT Security Manager, CISO and wider CSIRO teams.

· Work in a collaborative manner with a multi-disciplinary and often regionally dispersed team, to carry out tasks under limited direction in support of scientific research and IMT objectives.
· Communicate effectively and respectfully with all staff, clients and suppliers in the interests of good business practice, collaboration and enhancement of CSIRO’s reputation.

· Adhere to any Service Level Agreement and manage client expectations across IMT.

· Where relevant allocate activities, direct tasks and manage resources to meet objectives.

· Adapt and/or develop original techniques/procedures/equipment/ concepts/ideas in support of existing and further Cyber Security Services goals.

· Adhere to the spirit and practice of CSIRO’s Values, Health, Safety and Environment plans and policies, Diversity initiatives and Zero Harm goals.
· Other duties as directed.

Cyber Security Engineering:
· Architect, design install, configure, monitor and manage Cyber Security systems and tools.

· Ensure all Cyber Security systems are performing effectively, secured appropriately and continue to operate with limited down time.
· Perform ongoing administration, tuning and improvements to systems and tools utilised by the CSS team.

· Develop and apply automation to Cyber Security systems where required through programming and scripting. 
Cyber Security Incident Response:
· Action telephone, email and service requests.

· Continually monitor, review and analyse system alerts and indicators of compromise.
· Contribute to and manage Cyber Security incidents through to resolution within the agreed timeframes.
· Contribute to and or conduct breach investigations as directed by the IT Security Manager or Chief Information Security Officer.
· Assist in reviewing applications and files blocked by CSIRO’s endpoint and network security toolset.

· Where relevant reverse engineer new and unknown malware as well as contributing to ongoing threat modelling.

Cyber Security Assurance
· Conduct vulnerability assessments, including penetration testing, to identify system vulnerabilities and manage security risk. 
· Conduct and contribute to Cyber Security Audit and Compliance activities.
· Undertake Cyber Security risk assessment activities for both BAU and project based work.




	Selection Criteria:

	Under CSIRO policy only those who meet all essential criteria can be appointed

Pre-Requisites:
1. Education/Qualifications:  Diploma, Degree in information technology and/or equivalent work experience. 
2. Security clearance: currently hold or have the ability to obtain a security clearance of Negative Vetted 1.
3. Communication:  Excellent communication skills, both written and oral, including the ability to anticipate the interests and knowledge level of an audience and present information and feedback accordingly.
4. Behaviours:  A history of professional and respectful behaviours and attitudes in a collaborative environment.
5. Adaptability:  The ability to effectively manage a number of competing priorities simultaneously, and carry out non-routine tasks under general direction from Senior Technical/Research staff.
6. Problem Solving:  Proven ability to investigate underlying issues of complex and ill-defined problems and develop appropriate responses by adapting/creating and testing alternative solutions.
Essential Criteria:

1. Demonstrated experience in technical disciplines specific to IT service delivery and support.  

2. Demonstrated experience contributing to the implementation and administration of enterprise IT solutions in a converged IT environment.

3. Demonstrated ability to provide technical advice to team members, management and clients. 

4. Demonstrated understanding of TCP/IP networking and related internet technologies, and understanding of automation processes (e.g. scripting).

5. Demonstrated analytical and technical problem solving skills.

6. Demonstrated organisational and time management skills

7. The ability to work effectively as part of a multi-disciplinary, regionally dispersed team, and carry out tasks under general direction.

8. Demonstrated ability & willingness to contribute novel ideas and approaches in support of Cyber Security capability.
Desirable Criteria:

1. Experience with security event response and remediation.

2. Technical writing skill abilities.

3. Experience deploying, configuring and administering one or more of the following technologies at an enterprise scale:

· Vulnerability assessment and patching
· Security endpoint (i.e. Anti-virus) and/or network solutions

· Security event monitoring and management

· Email gateways and spam filtering

· Firewall and/or IPS technologies

· Programming and/or scripting (Python, SQL, PHP, PowerShell, or Shell)
· Multi-vendor operating systems (Windows, Linux, Mac OS).
4. 4. Systems Engineering background or similar 
As Australia’s Innovation Catalyst, CSIRO has strategic actions underpinned by behaviours aligned to:

1. Excellent science

2. Inclusion, trust & respect

3. Health, safety & environment 

4. Delivery on commitments.

In your application and at interview you will need to demonstrate alignment with these behaviours.
Other special requirements:

This is a security assessed position and successful applicants will be required to obtain and maintain a security clearance of NV1 (SECRET).


	Other Information:

	How to Apply

Please apply for this position online at https://jobs.csiro.au/ and enter requisition number 58425.  Internal applicants please apply via ‘Jobs Central’ in SAP (click ‘Recruitment’)  

If you experience difficulties applying online call 1300 984 220 for assistance.  Outside Australian business hours please email:   csiro-careers@csiro.au. 

Referees:  Please provide contact details of two previous supervisor or academic/professional referees in your resume/CV. We will ask your permission before making contact. 

Contact:  If after reading the position details above you require more information please contact:


Alfred Dera via email: Alfred.Dera@csiro.au or phone: +61 2 9490 8956
Please do not email your application directly to Mr Dera.   Applications received via this method may not be considered by the selection panel.
About CSIRO

Australia is founding its future on science and innovation. Its national science agency, the Commonwealth Scientific and Industrial Research Organisation (CSIRO) is a powerhouse of ideas, technologies and skills for building prosperity, growth, health and sustainability. It serves governments, industries, business and communities across the nation. 

Find out more! www.csiro.au.  

We work flexibly at CSIRO, offering a range of options for how, when and where you work. Talk to us about how this role could be flexible for you. 

Find out more! CSIRO Balance 
CSIRO Information Management and Technology (IMT) is committed to introducing and maintaining up-to-date, quality information services in support of CSIRO’s strategic objectives. Ongoing business engagement maintains strong connections between IMT and CSIRO’s research areas so that our services are closely aligned with CSIRO’s strategic objectives, and forms the basis for IMT's annual Operational Plans.


