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POSITION DESCRIPTION
Research Projects – CSOF 6
	Advertised Job Title:
	Senior Research Engineer

	Reference Number:
	61961

	Classification:
	CSOF6

	Salary Range:
	AU $113,338 to AU $132,811 plus up to 15.4% superannuation

	Location:
	Sydney, NSW

	Tenure:
	Indefinite

	Relocation assistance:
	Will be provided to the successful candidate if required.

	Applications are open to:
	Valid Australian Work Visa

	Functional Area:
	Research Projects

	% Client Focus - Internal:
	60%

	% Client Focus - External:
	40%

	Reports to the:
	Team Leader – Confidential Computing team

	Number of Direct Reports:
	0


	Role Overview:

	Data61 is the largest data innovation group in Australia, comprising approximately 600 researchers, engineers and designers working in digital technologies to benefit Australia. We are unrivalled in our intellectual capital and our network with the global technology marketplace.  
The Confidential Computing team is a part of the Engineering & Design program in Data61 where you will be encouraged to choose your own tools, and have the freedom to come up with your own solutions to problems. The team brings together engineering and research expertise from different disciplines including Cryptography, Machine Learning, Analytics and Software Engineering. The team is focussed on creating a new type of “privacy-preserving” data science capability for Data61’s various enterprise and government customers and partners.

A part of these efforts is researching and development into federated privacy preserving computation. We are seeking a talented and adaptable research engineer with Cryptography experience to join the project in order to build the next generation of secure technologies. 

The successful candidate will work closely with other software engineers, researchers, DevOps engineers, the project lead and our User Experience team to realise real-world applications for data-driven research projects and technology innovation, with the goal of building software systems that make more data more available, while still maintaining privacy. At Data61 every project we work on represents some new technology, data or ideas that will benefit the Australian community and economy.
Your ability to learn fast, contribute ideas, and use agile approaches to develop prototype and production software and help integrate cutting edge privacy and security-related technologies will be crucial to your success in this role. Working on a mixture of open and closed source projects with Australian government and business stakeholders, you’ll use Python, and where appropriate other languages, to help drive the development. 
We have projects using partially homomorphic encryption, somewhat homomorphic encryption and secure multiparty computation.
Strong communication skills and a collaborative focus are essential to this role, as we are a team with expertise in various disciplines that needs to work together cohesively to deliver best in class outcomes.
We offer a safe and respectful work environment and promote a culture of openness, equality, respect, and inclusion. We value diversity in all forms and welcome applications from people of all ages, including people with a disability, and those who identify as LGBTIQ.


	Duties and Key Result Areas:

	· Design, build and enhance distributed privacy preserving software systems and ensure their implementation is secure, efficient and maintainable.

· Research, design and prototype solutions to secure distributed protocols.
· Implement software engineering best practices including peer code reviews and continuous integration.
· Write documentation for the software as appropriate (including, as appropriate, comments in source code and technical documentation).
· Think creatively, prototype new ideas and see them through to production, while working to deadlines.

· Collaborate with engineering, research, UI/UX and business teams.
· Experiment with technologies, evaluate them and present the results.

· Allocate, prioritise and manage your activities, tasks and resources to meet objectives.

· Foster open communication, provide coaching and on-the-job training to both support and research colleagues, as required, and provide recognition and acknowledgement for staff achievements.

· Adhere to the spirit and practice of CSIRO’s Values, Health, Safety and Environment plans and policies, Diversity initiatives and Zero Harm goals.
· Provide technical direction, take ownership of projects, present ideas and foster creativity in others.
· Give feedback for development purposes and provide support and direction for improvement, as required.
· Other duties as directed.


	Selection Criteria:

	Under CSIRO policy only those who meet all essential criteria can be appointed

Pre-Requisites:
1. Education/Qualifications:  Bachelor degree in a scientific or engineering discipline including: Software Engineering, Mathematics or Computer Science.
2. Communication:  High-level communication skills, both written and oral, including the ability to anticipate the interests and knowledge level of an audience and present information and feedback accordingly.
3. Behaviours:  A history of professional and respectful behaviours and attitudes in a collaborative environment.
4. Adaptability:  The ability to effectively manage a number of competing priorities simultaneously, and carry out non-routine tasks independently.

5. Problem Solving:  Proven ability to investigate underlying issues of complex and ill-defined problems and develop appropriate responses by adapting/creating and testing alternative solutions.
Essential Criteria:

1. Extensive experience developing in Python (3.x preferred).
2. Demonstrable understanding of cryptographic mathematical concepts.
3. A history of developing robust and secure applications. (We love code examples – please send us anything you have developed that we can look at, e.g. open source projects).
4. Ability to collaborate and grow with a multidisciplinary, regionally dispersed software engineering team.
Desirable Criteria:

1. A history of publishing research in the field of privacy, cryptography or security or a PhD in these fields.
2. Analytics skills, with broad knowledge of analytics algorithms, understanding of their underlying mathematical basis, and experience in their application to data

3. Experience with concurrent and distributed programming.
4. Experience in development with modern C++.
5. Experience in building compilers or low-level machine code.

6. Experience of deployment for the cloud using micro-services and Docker to facilitate continuous integration and product delivery.
7. Demonstrated experience in driving the development and delivery of large-scale production software systems.

As Australia’s Innovation Catalyst, CSIRO has strategic actions underpinned by behaviours aligned to:

8. Excellent science

9. Inclusion, trust & respect

10. Health, safety & environment 

11. Delivery on commitments.

In your application and at interview you will need to demonstrate alignment with these behaviours.

Data61 Values:

Great Impact: We focus our valuable resources on areas where we can lead globally and have large impact for Australia, to aid our future prosperity and independence.  
Mastery: We are fearless, curious and we improve every day. We strive to excel in research, technology and business, and to work with the best in the world.  
Co-Creation of Value: Everything we do involves co-creation with our network: team, customers and partners. Generously empowering their success is central to our success.  
Ownership of Results: We jointly hold ourselves accountable for our actions. We do this via trust and commitment. 

People and their Differences: We embrace the creativity that comes from the diversity of our people. 

Agility and Flexibility: We view the changing world as an opportunity. This requires agility and flexibility in everything we do; everything changes, except our constant desire to adapt. 

Tell it Straight, with Respect: We say what we mean, mean what we say, and do not mislead, obfuscate or spin. We're direct and always respectful.

Special requirements:

Appointment to this role may be subject to conditions including security/medical/character clearance requirements. Applicants who are not Australian Citizens or Permanent Residents may be required to undergo additional security clearance processes; which may include medical examinations and an international standardised test of English language proficiency (i.e. IELTS test) – http://www.ielts.org/default.aspx


	Other Information:

	How to Apply

Please apply for this position online at https://jobs.csiro.au/ and enter requisition number xxx. Internal applicants please apply via ‘Jobs Central’ in SAP (click ‘Recruitment’)  

Please load your CV (Maximum 2MB). You may also be required to respond to some screening questions.  
If you experience difficulties applying online call 1300 984 220 for assistance.  Outside Australian business hours please email:   csiro-careers@csiro.au. 

Referees:  Please provide contact details of two previous supervisor or academic/professional referees in your resume/CV. We will ask your permission before making contact. 

Contact:  If after reading the position details above you require more information please contact:

Brian Thorne via email: brian.thorne@data61.csiro.au 
Please do not email your application directly to Brian Thorne.   Applications received via this method may not be considered by the selection panel.
About CSIRO

Australia is founding its future on science and innovation. Its national science agency, the Commonwealth Scientific and Industrial Research Organisation (CSIRO) is a powerhouse of ideas, technologies and skills for building prosperity, growth, health and sustainability. It serves governments, industries, business and communities across the nation. 

Find out more! www.csiro.au.  

We work flexibly at CSIRO, offering a range of options for how, when and where you work. Talk to us about how this role could be flexible for you. 

Find out more! CSIRO Balance 

CSIRO Data61 In today’s data-focused world, there’s no doubt that numbers count. Data61 are the largest data innovation group in Australia, a connector that brings together technology innovators, businesses and universities to transform Australian industry and to help solve our greatest challenges. A CSIRO business, we are creating our data-driven future.

Also see: https://data61.csiro.au/en/Our-Work/Privacy-Preserving-Tech
Our commitment to you
We work flexibly at CSIRO, offering a range of options for how, when and where you work. Talk to us about how this role could be flexible for you. We emphasise an individual’s growth and development which is supported by interacting and learning from world leading scientists and engineers, who provide the opportunity to challenge, transform and innovate new ideas. 

CSIRO’s Data61 is committed to sourcing the brightest and best talent to become part of the Data61 family, which contributes to creating Australia’s data driven future.



