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 Undertaking the CSIRO Fraud Risk Assessment (FRA) and Fraud Control Plan (FCP). Both the FRA
and FCP are important elements of CSIRO’s Fraud and Corruption control framework which are
reviewed biennially at a minimum, or as required. The FRA was a joint collaboration between
Governance (Risk) and S&FC

In line with CSIRO’s annual reporting obligations under the Commonwealth Fraud Control Framework 
2014, fraud incident data was collated and submitted to the Australian Institute of Criminology (AIC) in 
September 2015. CSIRO has complied with the PGPA Rule and Commonwealth Fraud Control Framework 
in FY15/16.  
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• Compliments S&FC’s ongoing fraud education and awareness activities, and

• Supports fraud and risk Governance, including the Fraud Risk Assessment and Fraud Control
Procedure.

The 2016 Fraud and Corruption Control Plan is provided at Attachment 2. 

Attachments: 

Attachment 1 2016 Fraud Risk Assessment  
Attachment 2 2016 Fraud and Corruption Control Plan 
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Introduction  
Scope and Context 

Governance (Risk) and B&IS (Security & Fraud) have undertaken the Fraud Risk Assessment 2016 in the context of CSIRO’s internal and external environment, and 
the impact of these variables on our organisation’s wider exposures to fraud. Factors which were deemed important and included in the 2016 FRA analysis, included; 
CSIRO Strategy 2020 and associated change management activities (and their impact to staff), past instances of fraud, security breaches, and external fraud surveys, 
all of which, highlight the growing risks to our organisation from fraud, bribery and corruption. CSIRO, like any large Corporate Commonwealth entity (CCE), is not 
immune to fraud.  

Background 

The Fraud Rule is the legislative framework under which CSIRO’s 2016 Fraud Risk Assessment (FRA) is being undertaken. It is a mandatory fraud requirement for all 
Commonwealth entities and comprises a part of the Commonwealth Fraud Control Framework 2014 (which underpins the Public Governance, Performance and 
Accountability Act 2013 (PGPA Act)). The PGPA Act took effect from 1 July 2014, and requires Commonwealth entities (corporate and non-corporate alike) to apply 
financial, operational, accountability and governance standards to the management and utilisation of public resources. From a risk perspective, section 16 of the 
PGPA Act assigns duties for Commonwealth entities to establish and maintain systems relating to risk and control, such as having: 

 
‘…an appropriate system of risk oversight and management for the entity; and…an appropriate system of internal control for the entity.’ 

 
From a fraud perspective, section 10 of the Public Governance, Performance and Accountability Rule 2014 (Fraud/PGPA Rule) stipulates the organisation’s obligations 
in preventing, detecting and dealing with fraud. In particular, CSIRO is tasked with: 

 
‘…conducting fraud risk assessments regularly and when there is a substantial change in the structure, functions or activities of the entity…’ and 

‘developing and implementing a fraud control plan that deals with identified risks as soon as practicable after conducting a risk assessment…’ 

 
There is a direct linkage between CSIRO’s Fraud Risk Assessment and the organisation’s Fraud Control Plan (FCP), and as such, the FCP has been updated in line with 
the FRA in order to maintain a strong fraud framework. It is important to note that ‘regularly’ is defined by the Commonwealth Fraud Control Framework 2014 
(‘Framework’) as being at least once every two years, with consideration to be given to an entity’s function and operation; if these are associated with high fraud 
risks, or the entity operates in high fraud or corruption risk areas, assessments should be undertaken at more frequent intervals. The 2016 FRA was undertaken as 
the last FRA was conducted in 2014 and, as an organisational realignment is currently underway, is now outdated. CSIRO is voluntarily applying the Protective 
Security Policy Framework and governance requirement thirteen (GOV-13) requires agencies to comply with the Fraud/PGPA Rule, and the Commonwealth Fraud 
Control Policy which is deemed best practice for fraud control.  
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Appendix B - 2016 Fraud and Corruption Control Plan (‘The Plan’)  
The organisational Fraud and Corruption Control Plan (‘The Plan’) formerly known as the Fraud Control Plan was reviewed and updated in conjunction with the 2016 Fraud 
Risk Assessment (FRA). The Plan continues to be maintained by the CSIRO Agency Security Advisor (ASA)/Fraud Control Manager, and will be submitted to the Board Audit 
and Risk Committee (BARC) along with the FRA. At present, the Plan and FRA are undertaken on a biennial basis in line with the Commonwealth Fraud Control Framework’s 
Fraud Rule.  

The Plan declares CSIRO’s commitment to fraud and corruption prevention, detection, investigation, response and recovery, highlights the organisation’s fraud 
responsibilities, supports the Security & Fraud Control team’s fraud awareness and education agenda, and discusses the fraud risks and strategies in place to prevent and 
mitigate their effects, aided by the inclusion of the FRA results.  

 

The Plan details: 

1. CSIRO’s Fraud Control Framework (Code of Conduct, 2015-2016 Fraud Control Strategy, Security & Fraud Two Year Plan, 2016 FRA, Fraud and Corruption Control 
Plan and Fraud Control Procedure) 

2. CSIRO Governance (legislative framework and assurance roles and responsibilities) 
3. CSIRO’s Operational Context (operations, structure and staff demographics) 
4. Fraud and Corruption Prevention Strategies (CSIRO Procedure, Pre-employment screening practices, cessation procedures, fraud awareness training and agenda, 

and other internal controls) 
5. Fraud and Corruption Detection (Code of Conduct responsibilities, avenues to report fraud allegations, Public Interest Disclosure Scheme (P.I.D.), fraud projects, 

leave deeming, early warning indicators, the roles of internal and external audit and fraud control officers, and financial management and compliance programs) 
6. Fraud and Corruption Response (investigation procedures, escalation to law enforcement agencies, disciplinary procedures, funds recovery process and post-

incident review process) 
7. Fraud Control Reporting Requirements (internal and external reporting requirements) and 
8. 2016 Fraud Risk Assessment (FRA) Results* (including likelihood, consequence and management action table). 

 
It is a fluid document, subject to review and evaluation in order to remain consistent with Government policy, and remain an effective part of CSIRO’s existing assurance 
and accountability framework.  
 
The Australian Standards Fraud and Corruption Control (AS 8001 – 2008), Public Governance, Performance and Accountability Act 2013 (PGPA Act), Commonwealth Fraud 
Control Framework 2014 (‘Framework’), Australian National Audit Office’s (ANAO) ‘Fraud Control in Australian Government Entities’ and CSIRO policy, were all consulted in 
the development of the 2016 Fraud and Corruption Control Plan. 
 
 
 
* Sensitive/privileged information omitted. 
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2 INTRODUCTION 

2.1 Foreword by the Chief Finance Officer 

 

CSIRO’S COMMITMENT TO FRAUD AND CORRUPTION CONTROL 

The Commonwealth Scientific and Industrial Research Organisation (herein referred to as CSIRO), has a 
zero tolerance fraud and corruption policy. The Commonwealth Fraud Control Framework 2014, to 
which CSIRO adheres as a Corporate Commonwealth entity, defines fraud as ‘dishonestly obtaining a 
benefit, or causing a loss, by deception or other means’. Corrupt conduct can be defined as the misuse of 
power for personal benefit and may, or may not, comprise elements of fraud. 

Fraud and corruption are very serious matters and have far reaching consequences. As Australia’s 
national science agency, the most damaging effect for CSIRO is that it reduces funding available for 
science. CSIRO is committed to the prevention, detection, reporting, and investigation of dishonest 
conduct affecting our organisation. We will also take all reasonable measures to recover financial losses 
to CSIRO caused by illegal activity.  

Fraud against CSIRO is fraud against the Commonwealth, and can be prosecuted under the Public 
Governance, Performance and Accountability Act 2013 (PGPA Act), Crimes Act 1914, and Criminal Code 
Act 1995. Corrupt conduct and Fraud are both breaches of CSIRO’s Code of Conduct and may result in a 
termination of employment or other disciplinary action.  

CSIRO will investigate all reported incidents of alleged fraud, and corrupt conduct comprising fraud, and 
any disclosures made under CSIRO’s Public Interest Disclosure (PID) Scheme will be protected in line 
with this policy.  

All staff members and CSIRO affiliates have a responsibility to understand what constitutes fraud and 
corrupt conduct, and a duty to report suspected fraud and corrupt conduct to their Line or Senior 
Management, or to CSIRO’s Fraud Control Manager. In accordance with CSIRO’s Code of Conduct, all 
staff members and CSIRO affiliates are expected to act ethically and with integrity in the course of their 
duties.  

I encourage all staff members and CSIRO affiliates to familiarise themselves with the Fraud Control 
intranet page, to understand how we all play a part in maintaining CSIRO’s ethical culture. 

Sincerely, 

Date: 

Chief Finance Officer 

s 22



 FOR OFFICIAL USE ONLY    | 2016 Fraud and Corruption Control Plan  |  6 

2.2 Executive Summary 

The Fraud and Corruption Control Plan (‘The Plan’) forms a crucial part of CSIRO’s Fraud and Corruption 
Control Governance. The Plan’s intent is to document all fraud and corruption control strategies 
(prevention, detection and response) and assign ownership for these activities. The Plan is developed by 
the Security & Fraud Control (S&FC) team, and is maintained by CSIRO’s Agency Security Advisor and Fraud 
Control Manager.  

In line with the Public Governance, Performance and Accountability Act 2013 (PGPA Act) and underpinning 
Commonwealth Fraud Control Framework 2014 (‘Framework’), the Plan is required to be undertaken at 
least every two years*, and as soon as practicable after conducting the organisation’s Fraud Risk 
Assessment (FRA). Both the FRA and Plan are submitted to the Board Audit and Risk Committee (BARC) for 
endorsement. 

The purpose of the Plan is to: 

• Identify existing organisational fraud and corruption risks, and highlight strategies for addressing
these risks,

• Declare CSIRO’s commitment to fraud and corruption control,

• Provide a framework for the organisation’s fraud prevention, detection, investigation, reporting
and response activities,

• Detail support mechanisms and avenues available to assist those reporting suspected, or actual,
fraud and corruption matters,

• Highlight CSIRO’s legislative requirements to fraud and corruption control (including external
escalation and reporting obligations),

• Support its regular review which is mandated at least on a biennial basis,

• Complement S&FC’s ongoing fraud education and awareness activities, and

• Support fraud and risk Governance, such as the organisation’s Fraud Risk Assessment.

The following guidance has been consulted in the development of this Fraud and Corruption Control Plan: 

• Australian Standards Fraud and Corruption Control (AS 8001 – 2008)

• PGPA Act

• Framework

• Australian National Audit Office’s (ANAO) ‘Fraud Control in Australian  Government Entities’ and

• CSIRO policy.

* Or as a result of a substantial change to the organisation 
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3.4 2016 Fraud Risk Assessment (FRA) 

The 2016 FRA has been jointly undertaken by B&IS (Security & Fraud) and Governance (Risk) to identify and 
evaluate potential organisational fraud and corruption risks. The FRA is a comprehensive process in which 
key organisational stakeholders are consulted, external fraud and corruption findings are reviewed, CSIRO 
policy is assessed, and findings are submitted to the BARC for endorsement. Inherent risk ratings (IRRs) are 
allocated for all identified organisational fraud risks in the form of ‘risk bow-ties’ (considering the likelihood 
and consequence of the fraud risks occurring), and after existing preventative and mitigating controls have 
been applied and assessed, all risks are then assigned residual risk ratings (RRRs). Fifteen organisational 
fraud risks have been identified through the 2016 FRA (including the amalgamation of a few existing risks). 
Both the FRA and Plan are consistent with the AS/NZS ISO 31000:2009 Risk Management – Principles and 
guidelines, and the Australian Standard AS 8001-2008 Fraud and Corruption Control. The top five fraud risks 
(based on IRRs) have been highlighted below, with further detail provided in section 10. 

s 22
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1. Risk 1: Scientific Fraud / Research Misconduct 

Risk 2: Unauthorised release of classified/sensitive information 
 

 
 

3. Risk 3: Unauthorised practices in overseas jurisdictions 

4. Risk 4: Potential for an Insider Threat 

5. Risk 5: Unauthorised access of CSIRO’s ICT, Data and Sites (

4 GOVERNANCE 

4.1  Legislative Framework 

The Commonwealth Authorities and Companies Act 1997 (CAC Act) was replaced as the primary financial 
legislation for the Commonwealth on 1 July, 2014. CSIRO, a Corporate Commonwealth entity (CCE) under 
the Public Governance, Performance and Accountability Act 2013 (PGPA Act), must adhere to the Fraud 
Rule, which is a tenet of the Commonwealth Fraud Control Framework 2014 (‘Framework’). The Framework 
requires CSIRO to complete regular Fraud Risk Assessments and Fraud Control Plans. 

CSIRO is an Australian Government Corporate entity, constituted and operating under the Science and 
Industry Research Act 1949 (SIR Act). Section 22 of the PGPA Act allows the Finance Minister to issue 
government policy orders* to CSIRO in relation to Australian Government policy.  
* A government policy order is a legislative instrument under the Legislative Instruments Act 2003 (section 42 ‘disallowance’ does not
apply). 
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BARC 137 Item 8.2 2017-18 Security and Fraud Control Report 

Fraud - Operational Activities 

• Undertaking the 2018 Fraud Risk Assessment (FRA) and completing the 2018 Fraud and Corruption
Control Plan (‘The Plan’).
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BARC 137 Item 8.3 2018 Fraud Risk Assessment (FRA) and 2018 Fraud and Corruption Control Plan (Board in Confidence) 

2018 Fraud and Corruption Control Plan 

The Plan assigns ownership for the organisational fraud risks identified in the FRA. The Plan: 

• Identifies organisational fraud and corruption risks,
• Documents controls for these risks,
• Provides staff guidance around fraud and their responsibilities,
• Details reporting mechanisms for alleged fraud and corruption, and
• Reflects the recommendations made in the FRA which aim to strengthen existing controls to reduce 

the occurrence and impact of CSIRO’s fraud risks.
This Plan should not be considered in isolation and it recognises that there are additional fraud controls in 
place within the organisation which are managed by the respective risk control owners who are the first line 
of defence (e.g. HR, Finance Support, Governance, IM&T). 
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  Attachment 1      CSIRO’s Fraud Risks, Future Mitigation and Additional Recommendations 

  Attachment 2      2018 Fraud & Corruption Control Plan 
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BARC 137 Item 8.3 2018 Fraud Risk Assessment (FRA) and 2018 Fraud and Corruption Control Plan (Board in Confidence) 

Overarching Recommendations 

1. Implement an Integrity Office or Integrity Oversight Committee comprising key stakeholders, to ensure consistency in matter handling for alleged
misconduct and fraud within CSIRO. Currently, there are disparate processes within Business Units and Functions, and implementing an Integrity Office will
ensure that;

a. Alleged misconduct and fraud is treated consistently, in line with CSIRO and Australian Government policy.

b. Relevant CSIRO stakeholders (e.g. Security & Fraud, HR, WR&P, Legal) have absolute oversight of misconduct or fraud risk events requiring action,

c. There is an increased visibility of the overall incidences and consequences associated with misconduct and fraud.

d. The organisation has comprehensive and accurate data to determine the effect misconduct and fraud poses to CSIRO.

2. Due to the increasing trend of reported fraud and misconduct within CSIRO, CSIRO should consider increasing fraud control resourcing. According to the
AIC’s ‘Commonwealth fraud investigations 2015-16’ report, ‘Entities with fewer than 1,000 employees commonly had fewer than five employees working in
fraud control, while large entities with over 1,000 employees had between six and 10 fraud control staff, on average’.

3. Continue to increase visibility of CSIRO’s PID Scheme and the Security & Fraud Control Team.

4. Implement a single investigative procedure to ensure investigative process consistency and discharged in line with legal requirements.

5. Board and Management (at all levels) should implement mechanisms to strengthen an anti-fraud culture in CSIRO which;

a. Encourages the reporting of fraud and misconduct

b. Enables an environment where staff and affiliates feel comfortable and safe to report fraud and misconduct

c. Increases awareness and training to enable staff and affiliates to recognise different fraud and misconduct types

d. Introduces consistent and more robust consequence management, e.g. ‘deterrent effect’

e. Demonstrates that the organisation is serious about tackling fraud and misconduct.

6. Liaise with Internal Audit to inform CSIRO's Annual Internal Audit Plan to ensure high fraud risk areas, e.g. credit cards, service claims, travel, and assets,
are periodically audited and controls reviewed for effectiveness.
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Introduction  
Scope 

CSIRO’s Fraud Risk Assessment (FRA) provides an articulation of CSIRO’s critical fraud risks. As with the previous FRA conducted in 2016, the development of the 2018 FRA involved a 
comprehensive identification, assessment and evaluation of key fraud risk areas, key risk factors and mitigation strategies in the context of CSIRO’s internal and external environments. 
Fraud is a threat that affects every Commonwealth entity, in all areas of business. Fraud and related misconduct against CSIRO impacts directly on Australians; it reduces the availability 
of funds and impacts the delivery of our Strategy and undermines our reputation. The FRA is a critical input into CSIRO’s Fraud and Corruption Control Plan and Framework, with the 
aim of strengthening existing controls by providing recommendations to reduce CSIRO’s fraud risks. The FRA is also mandated by the PGPA/Fraud Rule.    
 
Context and Background 

The Fraud Rule of the Framework which is binding to Corporate Commonwealth entities requires fraud risk assessments to be conducted ‘regularly and when there is a substantial 
change in the structure, functions or activities of the entity’. The Fraud Guidance (fraud control better practice) defines ‘regularly’ as at least every two years, with consideration to 
be given to an entity’s function and operation; if activities are associated with high fraud risks, or the entity operates in high fraud or corruption risk areas, assessments should be 
undertaken at more frequent intervals. Given the internal matters reported and investigated within CSIRO during this period, it is timely for the FRA and Fraud and Corruption Control 
Plan to be undertaken at this time. 
The 2018 FRA was developed in a consultative and considered manner, with a review of CSIRO’s internal and external environments to ensure the FRA assessed the environments in 
which we operate, impact, and are impacted by.    

• Internal environmental scan;  
o Risk discussions with key internal stakeholders from ESS Functions and Business Units, and review of relevant documentation  
o Reviewing and assessing alleged frauds escalated through the Public Interest Disclosure (PID) Scheme, Security & Fraud Control Function and other mechanisms  
o Relevant Policies, Procedures and Controls 
o CSIRO Strategy 
o Organisational Risk Profiles: 2016 and 2017  
o Internal Audit Reports and recommendations (e.g. 2016 Research Conduct Audit)  

• External environmental scan – reviewed external fraud, bribery and corruption reports included;  
o ACFE’s ‘Report to the Nations: 2018 Global Study on Occupational Fraud and Abuse’ 
o EY’s 2017 Asia-Pacific Fraud Survey: ‘Economic uncertainty, Unethical conduct: How should over-burdened compliance functions respond? 
o Deloitte’s ‘Bribery and Corruption Survey 2017 Australia and New Zealand’ 
o Grant Thornton’s ‘Fraud in focus – March 2017’ report 
o World Economic Forum’s report: ‘The Global Risks Report 2018’ 
o Eurasia Group’s ‘Top Risks 2018’ report  
o Kroll’s ‘Global Fraud & Risk Report: Building Resilience in a Volatile World’ 

Please refer to Appendix B ‘External Fraud, Anti-bribery & Corruption Findings’ for survey results and key themes relevant to the FRA’s findings.   
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Fraud Risk in the Organisational Risk Context 

It is acknowledged that fraud risk should not be considered in isolation and has important synergies across the Organisational risk management environment. 
Organisational vulnerabilities such as poor IT network controls, people checking or building security controls create vectors by which fraud risk events can manifest, 
therefore fraud risk management strategies are considered integral and complementary withint the context of broader risk management planning (ie Enterprise Security 
Program), and vice versa. 

Limitations 
Details relating to the alleged fraud incident involving a senior CSIRO Executive member which was made known to CSIRO in July 2017 have not been considered within this Fraud 
Risk Assessment with the exception of key incident themes, as full details surrounding this incident were not made available to the FRA team during this process. Statistics provided 
in the ‘findings’ section do not include matters managed in-house by Business Units (BU), Human Resources (HR)/Workplace Relations and Policy (WR&P), IM&T/Cyber Security and 
Security which do not get report to S&FC. These BUs and Functions have their own reporting mechanisms, processes and confidentiality requirements which means not all matters 
are escalated through to the Fraud Control Team. 

Key Changes from 2016 Fraud Risk Assessment 

Closed risks: 

• Potential for an insider threat 
This is no longer a standalone risk, the essence of this risk has been included as a “causes” into the other 2018 FRA risks.  

New risks: 

• Data & Sites 
Unauthorised release of classified/sensitive information’ merged with ‘unauthorised access of CSIRO’s ICT, Data and Sites’ to form ‘Data & Sites’. 

The 2016 FRA risk “Modes of theft – credit cards, procurement, assets, cash & cash equivalents’, was separated into the following three risk to ensure appropriate 
evaluation:. 

• Modes of theft utilising CSIRO corporate credit cards 
• Modes of theft utilising Accounts Payable & Procurement 
• Theft or inappropriate use and/or disposal of assets 
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The overarching recommendations based on this year’s FRA include: 
1. Consideration of an Integrity Office or Integrity Oversight Committee comprising key stakeholders, to ensure consistency in matter handling for alleged misconduct and fraud

within CSIRO. Currently, there are disparate processes within Business Units and Functions, and implementing an Integrity Office will ensure that;
a. Alleged misconduct and fraud is treated consistently, in line with CSIRO and Australian Government policy.
b. Relevant CSIRO stakeholders (e.g. Security & Fraud, HR, WR&P, Legal) have absolute oversight of misconduct or fraud risk events requiring action,
c. There is an increased visibility of the overall incidences and consequences associated with misconduct and fraud.
d. The organisation has comprehensive and accurate data to determine the effect misconduct and fraud poses to CSIRO.

2. Due to the increasing trend of reported fraud and misconduct within CSIRO, and to strengthen the FY 18/19-FY19/20 strategy and workplan by supporting more fraud prevention
efforts and allow more timely response capabilities, CSIRO should consider increasing fraud control resourcing. According to the AIC’s ‘Commonwealth fraud investigations 2015-
16’ report, ‘Entities with fewer than 1,000 employees commonly had fewer than five employees working in fraud control, while large entities with over 1,000 employees had
between six and 10 fraud control staff, on average’.

3. Continue to increase visibility of CSIRO’s PID Scheme and the Security & Fraud Control Team.
4. Implement a single investigative procedure to ensure investigative process consistency and discharged in line with legal requirements.
5. Board and Management (at all levels) should implement mechanisms to strengthen an anti-fraud culture in CSIRO which;

s 22
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companies for which CSIRO holds 
shares, and/or similar arrangements.   

7. Unauthorised or untimely disclosure or 
theft of Intellectual Property (IP) 

8. Abuse of Travel 

9. Improper, unreasonable or excessive 
use of CSIRO resources 

10. Theft or inappropriate use and/or 
disposal of assets 
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Appendix C - 2018 Fraud and Corruption Control Plan (‘The Plan’) 
The Fraud and Corruption Control Plan (‘The Plan’) documents current organisational fraud risks and assigns control ownership for these risks. The Plan is developed and maintained 
by CSIRO’s Senior Fraud Control Advisor. The Fraud Risk Assessment (FRA) and Plan comprise a part of CSIRO’s Fraud and Corruption Control Framework. 

The Plan is updated in line with the FRA as required by the Commonwealth Fraud Control Framework 2017 (‘Framework’) which underpins the PGPA Act. It remains a crucial part of 
CSIRO’s Fraud and Corruption Control Framework and complements the 2018 FRA. The FRA and Plan are both submitted for Board Audit & Risk Committee (BARC) endorsement. The 
intent of the Plan is to: 

• Identify organisational fraud and corruption risks and document controls for these risks
• Provide recommendations based on FRA findings to strengthen existing controls
• Assist staff to know what fraud is, and what their responsibilities are, and
• Detail reporting mechanisms for alleged fraud and corruption.

The Australian Standards Fraud and Corruption Control (AS 8001 – 2008), PGPA Act, Framework, and CSIRO policy were incorporated into the Plan’s development. Other legislation 
related to fraud and corruption control for CSIRO include: the Australian Government Information Security Manual (ISM), Australian Government Investigations Standards (AGIS), 
Commonwealth Procurement Rules (CPRs), Crimes Act 1914, Criminal Code Act 1995, Freedom of Information Act 1982, PID Act, Privacy Act 1988 (and Australian Privacy Principles), 
Proceeds of Crime Act 2002 and PSPF.  

The 2018 Plan comprises the following: 

1. CSIRO’s Commitment to Fraud Risk Management and Control
2. CSIRO’s Fraud and Corruption Control Framework
3. Regulatory Framework & Governance
4. Fraud and Corruption Prevention & Detection Strategies (including FRA recommendations to strengthen existing risk controls)
5. Fraud and Corruption Response & Reporting

Importantly, other parts of CSIRO’s Fraud and Corruption Control Framework include the CSIRO Code of Conduct, CSIRO Fraud and Corruption Control Strategy 18-20, FRA, Fraud 
Control Procedure, strong tone from the top, adequate team resourcing, ethical culture, strong anti-fraud culture, fraud education and awareness program, and consistent 
consequence management for policy breaches. 
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BARC SUMMARY  
The Fraud and Corruption Control Plan (‘The Plan’) documents current organisational fraud risks and assigns 
control ownership for these risks. This Plan should not be considered in isolation and it recognises that there 
are additional fraud controls in place within the organisation which are managed by the respective risk 
control owners (e.g. HR, Finance Support, Governance, IM&T). In line with the Commonwealth Fraud 
Control Framework, the Plan’s main emphasis is on preventative strategies. 

The Plan is developed and maintained by CSIRO’s Senior Fraud Control Advisor. The Fraud Risk Assessment (FRA) 
and Plan comprise a part of CSIRO’s Fraud and Corruption Control Framework, and the FRA informs this 
document. 

The Plan is updated in line with the FRA as required by the Commonwealth Fraud Control Framework 2017 
(‘Framework’) which underpins the PGPA Act. The FRA and Plan are both submitted for Board Audit & Risk 
Committee (BARC) endorsement. The intent of the Plan is to: 

• Identify organisational fraud and corruption risks and document controls for these risks 
• Provide a set of overarching recommendations based on the FRA’s findings (refer to page 10)  
• Provide recommendations based on FRA findings to strengthen existing controls (refer to Appendix A),  
• Assist staff to know what fraud is, and what their responsibilities are, and 
• Detail reporting mechanisms for alleged fraud and corruption.  

The overarching recommendations (page 10) relate to several FRA fraud risks and the additional 
recommendations (Appendix A) are areas in which existing controls could be further strengthened, with the 
acknowledgement that existing preventative and mitigating controls do exist. This document includes 
recommendations, both overarching and relating to specific fraud risks, as the Plan is focussed on preventing 
fraud and one way of achieving this is through strengthening the controls that are currently in place. 

The Australian Standards Fraud and Corruption Control (AS 8001 – 2008), PGPA Act, Framework, CSIRO policy 
and Australian Government legislation.  

The 2018 Plan comprises the following: 

1. CSIRO’s Commitment to Fraud Risk Management and Control 
2. CSIRO’s Fraud and Corruption Control Framework  
3. Regulatory Framework & Governance  
4. Fraud and Corruption Prevention & Detection Strategies  
5. Fraud and Corruption Response & Reporting  

 

Importantly, other parts of CSIRO’s Fraud and Corruption Control Framework include the CSIRO Code of 
Conduct, CSIRO Fraud and Corruption Control Strategy 18-20, FRA, Fraud Control Procedure, strong tone from 
the top, adequate team resourcing, ethical culture, strong anti-fraud culture, fraud education and awareness 
program, and consistent consequence management for policy breaches. 

For the full CSIRO 2018 Fraud and Corruption Plan (‘The Plan’) refer to the following pages. 
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2 INTRODUCTION 

2.1 Organisational Foreword 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.2 Plan Intent 

The Fraud and Corruption Control Plan (‘The Plan’) documents current organisational fraud risks and 
assigns control ownership for these risks. The Plan is developed and maintained by CSIRO’s Senior Fraud 
Control Advisor. The Fraud Risk Assessment (FRA) and Plan comprise a part of CSIRO’s Fraud and Corruption 
Control Framework. 

The Fraud Rule of the Framework which is binding to Corporate Commonwealth entities requires fraud risk 
assessments to be conducted ‘regularly and when there is a substantial change in the structure, functions or 
activities of the entity’. The Fraud Guidance (fraud control better practice) defines ‘regularly’ as at least 
every two years, with consideration to be given to an entity’s function and operation; if activities are 
associated with high fraud risks, or the entity operates in high fraud or corruption risk areas, assessments 
should be undertaken at more frequent intervals. It remains a crucial part of CSIRO’s Fraud and Corruption 
Control Framework and complements the 2018 FRA. This Plan should not be considered in isolation and it 
recognises that there are additional fraud controls in place within the organisation which are managed by 
the respective risk control owners (e.g. HR, Finance Support, Governance, IM&T). The FRA and Plan are 
both submitted for Board Audit & Risk Committee (BARC) endorsement. The intent of the Plan is to: 

• Identify organisational fraud and corruption risks and document controls for these risks 
• Provide recommendations based on FRA findings to strengthen existing controls 
• Assist staff to know what fraud is, and what their responsibilities are, and 
• Detail reporting mechanisms for alleged fraud and corruption.  

CSIRO’S COMMITMENT TO FRAUD RISK MANAGEMENT AND CONTROL  
 
The Commonwealth Scientific and Industrial Research Organisation (herein referred to as CSIRO), does 
not tolerate fraud or corruption. Having fraud occur within CSIRO in the past, we are aware that fraud 
can have tangible effects on our organisation such as limiting the funding intended for our science; and 
in so doing, limiting our capacity to deliver national impact. It can and has also had a profound effect on 
our staff. No one wants that. 

CSIRO is committed to nurturing an anti-fraud culture which predicts, pre-empts and prevents fraud, and 
in the detection, reporting and investigation of dishonest conduct affecting CSIRO. We will take steps to 
recover financial losses to CSIRO caused by fraud.    

Fraud is defined as ‘dishonestly obtaining a benefit, or causing a loss, by deception or other means’ by 
the Commonwealth Fraud Control Framework 2017 and can be prosecuted under the Public Governance, 
Performance and Accountability Act 2013 (PGPA Act), Crimes Act 1914, and Criminal Code Act 1995. 
Corrupt conduct and Fraud are breaches of CSIRO policy and will result in disciplinary action.   

CSIRO will investigate all reported alleged fraud and corrupt conduct, and any fraud disclosures made in 
line with CSIRO’s Public Interest Disclosure (PID) Scheme will be handled in accordance with this policy.    

All staff members and CSIRO affiliates have a responsibility to understand what fraud is, and to report it 
via the available mechanisms. CSIRO expects everyone to act ethically and with integrity.   

All staff members and CSIRO affiliates should familiarise themselves with CSIRO policy to assist us in 
maintaining an effective anti-fraud culture, and importantly, an organisation where we are all proud to 
work.  
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The following guidance has been incorporated into the development of the Plan:  

• Australian Standards Fraud and Corruption Control (AS 8001 – 2008)   
• PGPA Act, Framework, and 
• CSIRO policy and procedure. 

2.3 Fraud and Corruption within CSIRO 

CSIRO, like any large Corporate Commonwealth entity, is not immune to fraud. Despite our best efforts, 
fraud has occurred within CSIRO.  

Examples of fraud and corruption that have occurred within CSIRO include:  
• Misuse of power, position or Delegation for a benefit   
• Manipulation of payment procedures 
• Creation and/or utilisation of fictitious identities 
• Misusing CSIRO resources (e.g. internet, mobile, fleet, corporate credit card, QBT system, assets) 
• False or inflated invoicing 
• Submitting excessive or unauthorised travel claims 
• Submitting false or inflated reimbursement claims 
• Overstating timesheet hours   
• Falsely attributing authorship  
• Supplying incorrect or misleading information. 

3.3 2018 CSIRO Fraud Risk Assessment (FRA) 
Governance’s Security & Fraud Control (S&FC) and Risk completed the 2018 FRA on CSIRO’s behalf. The FRA 
was undertaken in the context of internal and external environments, and the impact of these elements on 

s 22
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CSIRO’s exposure to fraud. In brief, the FRA is a point in time snapshot of CSIRO’s fraud risk profile. 2018’s 
FRA highlighted that the organisation’s internal environment played a significant part in this year’s process, 
with misconduct, security and fraud incidents contributing to the crystallisation of risk scores for those 
risks.  
 
Other factors included in the 2018 FRA analysis included a review of findings in CSIRO’s Organisational Risk 
Profile (ORP), the ‘mood’ within the organisation, CSIRO’s journey to realising Strategy 2020, internally 
driven elements (compliance and controls, policy and procedure, Enterprise and Business Unit governance) 
and external fraud, bribery and corruption findings which when taken together, clearly depicted where the 
organisation’s risks and challenges lie.  
 
The PGPA/Fraud Rule is the legislative framework for CSIRO’s FRA and remains a mandatory fraud 
requirement for all Commonwealth entities. Conducting a FRA also ensures that the current risk framework 
in place continues to be effective for its purposes. The top ten fraud risks are as follows:  
 
1. Data & Sites  
2. Scientific Misconduct and Research Fraud   
3. Unauthorised practices in overseas jurisdictions (   
4. Modes of theft utilising CSIRO corporate credit cards (CCCs)  
5. Modes of theft utilising Accounts Payable & Procurement (   
6. Fraudulent activities in joint ventures, UJVs, CRCs, Partnerships etc.(  
7. Unauthorised or untimely disclosure or theft of IP  
8. Abuse of Travel  
9. Improper, unreasonable or excessive use of CSIRO resources  
10. Theft or inappropriate use and/or disposal of assets (  
 
This year’s FRA has outlined a set of recommendations (in Appendix) to further improve the existing 
preventative controls for high fraud risk areas, taking risk causes into account. Risk ratings are consistent 
with the Enterprise Risk Rating Methodology.  

4 REGULATORY FRAMEWORK & GOVERNANCE 

4.1  Regulatory Framework  
 PGPA Act 

s 22
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The Public Governance, Performance and Accountability Act 2013 (PGPA Act) requires CSIRO to govern 
ethically, resource manage, perform and be accountable for its activities. 

 Commonwealth Fraud Control Framework 2017 

As a Corporate Commonwealth Entity (CCE), CSIRO must adhere to the Fraud Rule which is section 10 of the 
Public Governance, Performance and Accountability Rule 2014 and is detailed below.  

The accountable authority of a Commonwealth entity must take all reasonable measures to prevent, detect and deal 
with fraud relating to the entity, including by:  

(a) conducting fraud risk assessments regularly and when there is a substantial change in the structure, functions or 
activities of the entity; and  

(b) developing and implementing a fraud control plan that deals with identified risks as soon as practicable after 
conducting a risk assessment; and  

(c) having an appropriate mechanism for preventing fraud, including by ensuring that:  

(i) officials in the entity are made aware of what constitutes fraud; and  

(ii) the risk of fraud is taken into account in planning and conducting the activities of the entity; and  

(d) having an appropriate mechanism for detecting incidents of fraud or suspected fraud, including a process for 
officials of the entity and other persons to report suspected fraud confidentially; and  

(e) having an appropriate mechanism for investigating or otherwise dealing with incidents of fraud or suspected fraud; 
and  

(f) having an appropriate mechanism for recording and reporting incidents of fraud or suspected fraud. 

Whilst not mandatory for CSIRO, it is considered fraud control best practice to apply the Framework’s Fraud 
Policy (Commonwealth Fraud Control Policy) and Fraud Guidance (Resource Management Guide No. 201). 

 Science and Industry Research Act 1949 (SIR Act) 

CSIRO is an Australian Government Corporate entity, constituted and operating under the Science and 
Industry Research Act 1949 (SIR Act). Section 22 of the PGPA Act allows the Finance Minister to issue 
government policy orders to CSIRO in relation to Australian Government policy.  

 Legislation related to fraud and corruption control for CSIRO 
- Australian Government Information Security Manual (ISM) 
- Australian Government Investigations Standards (AGIS) 
- Commonwealth Procurement Rules (CPRs) 
- Crimes Act 1914 
- Criminal Code Act 1995 
- Freedom of Information Act 1982  
- PID Act 
- Privacy Act 1988 (and Australian Privacy Principles)  
- Proceeds of Crime Act 2002  
 PSPF 

 
 CSIRO Policies and Procedures – detailed below 
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CSIRO’s Governance structure: 

• CSIRO Board  
• CSIRO Leadership Team – comprising Chief Executive, Chief of Staff, Executive Team, Business 

Unit Directors and Enterprise Support Directors. Teams are supported by SICOM, MTC, Science 
Council, and other Governance and Management Committees and Offices. 

• Delegated authorities – Authorised Delegates (e.g. Line/Senior Management, Project, Group 
and Program Leaders, and Delegations by Policy Area and Authority Ranking). 
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